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Summary of Incident

Severity Attacker IP Gtst:rcker Victim IP Victim Port
23 mEmm  Crical ezl SepIZieon Interaction 10.1.108.2 manny 10.1.108.200 22
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Incident Detail List

Interaction type incident on 10.1.108.200 (23)

Severity
EEEN

Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Low Risk
High Risk
High Risk
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical

Critical

Time

Sep 24 2019 03:16:16
Sep 24 2019 03:16:16
Sep 24 2019 03:16:16
Sep 24 2019 03:16:16
Sep 24 2019 03:16:16
Sep 24 2019 03:16:16
Sep 24 2019 03:16:16
Sep 24 2019 03:16:18
Sep 24 2019 03:16:20
Sep 24 2019 03:16:23
Sep 24 2019 03:16:23
Sep 24 2019 03:16:23
Sep 24 2019 03:16:23
Sep 24 2019 03:16:23
Sep 24 2019 03:16:33
Sep 24 2019 03:16:36
Sep 24 2019 03:16:40
Sep 24 2019 03:16:42
Sep 24 2019 03:16:45
Sep 24 2019 03:16:50
Sep 24 2019 03:16:51
Sep 24 2019 03:16:55

Sep 24 2019 03:17:14

Event Type

Execute command via SSH
Execute command via SSH
Execute command via SSH
Execute command via SSH
Execute command via SSH
Execute command via SSH
Execute command via SSH
Execute command via SSH
Execute command via SSH
Open Port

Established SSH connection
Start SSH session

Execute command via SSH
Execute command via SSH
Execute command via SSH
Execute command via SSH
Execute command via SSH
Execute command via SSH
Execute command via SSH
Execute command via SSH
Execute command via SSH
Execute command via SSH

Execute command via SSH
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Detail

Is

pwd

cd ..

Is

cd share/
Is

cd home/
ks

Is

22
10.1.108.2
manny

User open child process on 1507

Starting session: shell on pts/1 for manny
from 10.1.108.2 port 56518 id 0

clear

cd ..
clear
pwd

Is

cd home/
Is

cd share

Is
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